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The problem

Wireless communication is insecure

* Especially problematic for spontaneous interaction: no a priori
information about communication partners available

= User needs to establish shared secret between devices and verify

(authenticate) via some out-of-band channel to prevent man-in-the-
middle attacks




Introduction | Motivation
Ultrasound properties | Ultrasound for spontaneous interaction
Threats
Authentic communication over ultrasound

How does ultrasound help to solve it?

(Relative) Spatial relationships:
* Intuitive concept for most users: “that device over there”
* Network identities or "names” of involved devices no longer important

* Anonymous or pseudonomous interaction possible

Ultrasound can be used for authentication:

* transmitting messages with constraints = implicitly

* measuring spatial relationships = explicitly
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Properties of ultrasound signals

 Reflected or absorbed by solid materials = blocked by walls, doors,
windows, etc. = confined to rooms

 Sound forming seems infeasible with current technology = positions of
senders can not be “virtualized”

 Anti-ultrasound has not yet been demonstrated to work = pulses can
not be blocked after having been sent
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Quantitative measurements with ultrasound

* Ultrasound signals travel comparatively slowly in air = possible to

measure time of flight = distance estimation

* Angle-of-arrival estimation using multiple receivers difficult based on

relative time of arrival

* Angle-of-arrival estimation based on relative signal strengths works in
practice

Relate:

e <10 cm accuracy for

distance measurements

e ~33° accuracy for local

angle-of-arrival
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Attacker capabilities

Sensin

g level

Application level

Threats depending on attacker position

General assumption: all wireless attacks
possible

EO outside room: only RF, no US

E1l in room: EO + US eavesdropping,
insert own messages

E2 equidistant positions: E1 + US correct
distance measurements

E3 in line: E1 + US correct angle
measurements from A

E4 in between: R3 + US correct angle
measurements from A and B
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Threats depending on attacker position

 EO outside room:
a) DoS
b) cause erroneous distance

measurements
c) modify shared measurements @

* E1in room: @
d) eavesdrop on US

e) insert US pulses and messages
f) block US transmission

« E2 equidistant positions: @ ..................... .................... ....................... @

g) appear at same distance (also b + e)

e E3in line:

h) appear from same angle as B to A

* E4 in between:
i) appear from same angle to both
j) cancel or modify US in transit
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Threats depending on applications

* Replacement: DoS attack on B, E3 or E4 misrepresented as B
no interaction between A and B

* Asynchronous MITM: replacement, then interaction between E and B
application-level interaction between A and B with delay

* Synchronous MITM: full attack, only possible as E4

Difficult when:

* A and B are mobile

* B positioned so as to make E3 impossible
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Remaining threat to address

Possible to address on sensing and application levels:

* Ultrasound distance estimation is not enough, but with angle-of-arrival
measurements attacker positions are restricted to E3 and E4

* Strategical placement of infrastructure devices or mobility to prevent E3

* Introduce application-level feedback to rule out replacement and
asynchronous MITM (e.g. LED)

Still open:

* Attacker E4 with RF-MITM, selective DoS on US to cancel and injecting
own US signals
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Trick: mapping messages to distances

Sender Receiver
| | y | L,
| | ot | | Tt
RF us us RF us
sent sent received received received
|message| actual distance | | A | reference distance |
» >
| | | 7S | I | ©s

A reference measurement B B I

actual measurement

: offset
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Making ultrasonic messages authentic

Reference measurement can be verified by the user

Message is (part of) nonce

Nonce is kept secret until ultrasonic transmission

Nonce can be used as part of higher-level authentication protocol

Just injecting new signals would be detectable

E could block signals only if it knew when the pulses were being sent in
advance

= Mapping message to delay/distance and random element make channel
authentic using current technology
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Authentic communication over ultrasound

Demonstration applications

[PSecME (IPSec Made Easy): creating IPSec connections using a spatial
authentication proxy

866 Secure Wireless Network (=1
li}"_-jjj /J\} @ hitp://10.20.30.1/ipsecme fwelcome. html v Q-
Cetting Started  Latest Headlines
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3 Steps to get your Wireless Internet Connection

FIRST STEP ~ ~ CLICK ON IMAGE

[ Clicking on the image to the left will download software that will generate a key, so you can access to the wireless
s,
v = » Accept the download if you are prompted
+ Choose *Trust" if the application is signed by *Rene Mayrhofer"
JA\ A + Wait for the application to start

SECOND STEP ~ ~ WAIT

The Application (shown to the left) shows a map of all the devices around you. You should be able to see your device and
the aministator's device in the application.

.w tf th Admmt t t o genera rific ryuu.

. the pro a ba tth httm fv evice icon

THIRD STEP ~ ~ IMPORT CERTIFICATE

Am age box will a anpe rwh th rtf ate has been generated. The certificate acts like a password, ance stored, you
n to type < this network.

+ Click Yes, when you get asked to import the certificate

A lock should appear on your ican. As soon as you see that, you are ready to go online and explore the net.
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(IPSec Made Easy): creating IPSec connections using a spatial
authentication proxy

~ ~ |PSec Admin ~ ~

Se_IeFt Devicvt... e Admin Config Pane for 7

| )| IP5ec Authentication

Lifetime of Certificate (days): [31

Name of Certificate: cert-name

Authentication is in progresss.. ([ Cancel |
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(IPSec Made Easy): creating IPSec connections using a spatial
authentication proxy




“Portability is for people who cannot write
new programs.”

Linus Torvalds, 1992-01-29, comp.0s.minix




Thank you for your attention!

Slides: http://www.mayrhofer.eu.org/presentations
Later questions: rene@mayrhofer.eu.org




